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On Monday, 3 February 2020, Control Arms, together with the Permanent Missions of
Argentina and Canada, co-hosted a one-day practical workshop on “Harnessing
Information Sharing & Transparency to Prevent & Respond to Diversion.” Building upon
the theoretical framework set out during the 2018 Japanese Presidency of the Fourth
Conference of States Parties (CSP4) to the Arms Trade Treaty (ATT), 25 State
delegations and 13 civil society and United Nations representatives engaged in practical
and concrete discussions on the role of information exchange in tackling diversion
before, during and after an arms transfer. These discussions serve to support the
current conversations in the Article 11 sub-working group of the ATT Working Group on
Effective Treaty Implementation (WGETI) and complement the thematic focus of the
2020 Sixth Conference of States Parties (CSP6) to the ATT announced by Argentine
Ambassador Carlos Foradori: “transparency and information exchange to eradicate
diversion.”

Participants at the Canadian Permanent Mission to the UN in Geneva

1

7 panelists from various professional backgrounds including criminal investigation,
export control, and investigative journalism led the workshop with innovative &
interactive discussions on the role of risk assessments, investigations and information
sharing related to detecting, prosecuting and preventing arms diversion.
Ambassador Leslie E. Norton of
Canada provided opening remarks,
where she stressed that arms
diversion has “serious
consequences on international and
national security, human rights
(including gender-based violence),
humanitarian assistance and
sustainable development”, and
encouraged all States Parties, both
importers and exporters, to “use the
ATT meetings to explore together
effective measures to tackle this
serious issue.” After outlining its
current risk assessment process, Ambassador Norton expressed Canada’s commitment
to further strengthen its national arms control systems as a whole. She concluded by
noting that discussions on information sharing and transparency is a “step forward in
this commitment.”
In his opening remarks, Mr. Ivan Marques, Chairperson
of the Control Arms Coalition Board and moderator of
the workshop, explained that the workshop would not
adopt a ‘chalk and talk’ approach but was “designed to
be interactive and practical in nature”, encouraging
participants to engage meaningfully in the discussions.
He reaffirmed Control Arms’ ambition that the workshop
would “strike all participants with a view to interrogate
how diversion risks can be reduced and actual incidents
of diversion prevented or responded to in the real
world.”
The workshop consisted of 3 thematic sessions
reflecting the main stages of an arms transfer - before,
during, and after the transfer - and explored for each
stage how diversion can be detected, addressed and
prevented.
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Before the Transfer
Panelists:
● Ms. Rachel Stohl - Stimson
Center
● Ms. Stela Petrović - Serbian
Ministry of Trade, Tourism and
Telecommunications
● Mr. Roberto Méndez Retana Costa Rican Ministry of Public
Security
Ms. Rachel Stohl, Vice President of the
Stimson Center, a US-based
nonpartisan policy research center,
provided an overview of types of arms
diversion and diversion risks in a weapon’s
lifecycle which served as a framework for the
day’s discussions, using definitions and typologies devised by Conflict Armament
Research (CAR) and Small Arms Survey (SAS). Ms. Stohl defined diversion as “the
transfer of controlled items authorized for export to one end user, but delivered to an
unauthorized end user or used by the authorized end user in unauthorized ways,” and
identified potential risks: “corruption, negligence, inadequate security and monitoring,
false information, intention to divert, and honest mistakes.”
Ms. Stela Petrović of the Serbian Ministry of Trade, recently nominated as facilitator of
the ATT sub-Working Group on Article 11 (Diversion), shared her expertise on three
areas: export assessment methods, risk mitigation measures (red flags), and obstacles
to effective national, regional & international cooperation. Key takeaways from her
presentation include:
1. Challenges exist with regard to identifying and analysing all of the different types
of import documentation, End-User Certificates (EUCs), assurances,
post-shipment verification, and authentication processes
2. Risk mitigation measures vary from state to state, regardless of the state’s export
volume. Red flags that often raise the risk of arms diversion include: a record of
corruption, illicit brokers, sources of illicit supply, methods of concealment, and
common points of dispatch.
3. Challenges also exist with regard to cooperation among states. These include
the willingness of states to share information or provide delivery verification
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certificates (DVC), the lack of record keeping, and confidentiality for sensitive
information.
Mr. Roberto Méndez Retana, Director for Private Security Services at the Costa Rica
Ministry of Public Security, followed with an interactive presentation on the role of
information exchange in conducting a risk assessment. After situating the ATT in the
larger context of international arms regulation, Mr. Retana then described Costa Rica’s
inter-ministerial cooperation and information exchange policies and practices that are
critical to conducting a thorough risk assessment. To demonstrate the complexities of
tackling diversion, Mr. Retana shared a real-life example along with a practical exercise
engaging participants in an on-the-spot risk assessment followed by a group discussion
on how and why participants reached certain outcomes. Key takeaways include:
1. There is value in effectively implementing ATT Article 15 on International
Cooperation, as it , provides assistance in investigations and prosecutions, and
can prevent corrupt practices.
2. Due diligence is an important function that can establish a robust risk
assessment process with adequate coordination between competent authorities
including industry.
During the Transfer
Panelists:
● Mr. Wim Boer – Investigator, Dutch Fiscal Information & Investigation Service
● Mr. Martin Drew – British Export Control, Special Advisor to UK Parliament
Committees on Arms Export Controls
Mr. Wim Boer (pictured left)
began the second session
with an overview of activities
of the Dutch Fiscal
Information & Investigation
Service and the role of
information exchange in
conducting investigations and
detecting arms diversion,
particularly during the transit
& transhipment. After
providing concrete examples
of existing inter-ministerial
cooperation in the
Netherlands to combat arms
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diversion, Mr. Boer also highlighted challenges to information sharing, which include
access to export control databases and the identification of points of contact in countries
along the transit route.
Offering the experience of the United Kingdom export control system, Mr. Martin Drew,
Special Advisor to UK Parliament Committees on Arms Export Control (CAEC),
discussed the role of transit and transhipment states in preventing diversion, as well as
the role of industry in developing and implementing transfer controls (freight forwarding,
insurance, etc). He emphasized that when using freight forwarding companies, such as
Fedex or DHL, it is difficult to obtain certainty regarding actual transit routes. Mr. Drew
introduced two case studies -- one involving an attempt by two UK-based Iranian
expatriates to ship US aircraft parts to Iran via the UK, and the other a shipping
operation of a UK dual national that facilitated the transfer of US-made aircraft parts to
Iran via Malaysia and Dubai. From these cases, Mr. Drew highlighted 3 important
points:
1. States must have in place the necessary domestic legislation to prevent
diversion, such as laws and regulations relating to the implementation of UN
Security Council Resolutions on Arms Embargoes.
2. While lack of capacity to address diversion is a challenge for many states, in
some cases, just one vigilant official can be sufficient to prevent diversion.
3. Cooperation and regular information exchanges with industry, such as freight
forwarders and insurance companies, strengthens efforts to prevent diversion.
Following this presentation, participants took part in a role-playing exercise involving the
real-life export of portable surface-to-air missiles (MANPADS), grenades and night
vision sights to the Democratic Republic of the Congo. This exercise highlighted the
importance of understanding the role of end-user certification and other types of
documentation, including shipping & cargo documentation in identifying potential
diversion.
After the Transfer
Panelists:
● Mr. Cesar Jaramillo – Executive Director, Project Ploughshares
● Ms. Rawan Shaif – Investigative journalist & arms researcher, The Sentry
The final session introduced themes not often explored within the ATT context:
responding to detected diversion, end-use vs. end-user, and the role of open-source
intelligence.
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Mr. Cesar Jaramillo of Project Ploughshares highlighted that tackling diversion and
properly implementing all aspects of the ATT will ultimately serve the object and
purpose of the ATT: to reduce human suffering. Using online interactive tools, Mr.
Jaramillo engaged the participants in a live survey, which assessed whether specific
scenarios could constitute diversion under the ATT (figure 1). Participants were also
asked to suggest sources of relevant, credible data (figure 2) that could be used in a
diversion risk assessment process.

Mr. Jaramillo stressed that while ample time is spent discussing measures to prevent
diversion, not enough time is spent on responding to diversion. He drew attention to
Article 7.7 of the ATT, which states that “If, after an authorization has been granted, an
exporting State Party becomes aware of new relevant information, it is encouraged to
reassess the authorization after consultations, if appropriate, with the importing State.”
In discussing the Treaty’s goal of establishing the highest possible common
international standards for the transfer of conventional arms, Jaramillo questioned
whether the word “encouraged” fits this objective. He reminded participants that the ATT
is the ‘floor not the ceiling’, and urged states to go beyond the Treaty’s provisions. Mr.
Jaramillo also noted the following points:
1. States’ understanding of diversion is evolving
2. The ATT obligates States to not only prevent but also address diversion
3. Challenges to diversion are diverse and include both capacity issues and the
consideration of contractual obligations
4. States need to continue to explore new sources of information to assess and
address diversion risks, including social media, rather than relying solely on
traditional government reports.
Following Mr. Jaramillio’s presentation, Ms. Rawan Shaif (pictured below), an arms
researcher and investigative journalist for The Sentry (https://thesentry.org/), provided
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an eye-opening presentation
on the growing field of
open-source intelligence and
its role in identifying &
verifying cases of arms
diversion. Ms. Shaif spoke in
detail about the rigorous
process of collecting and
verifying information from
sources such as social
media, that can often
produce highly reliable data
on illicit arms transfers. Ms.
Shaif illustrated the use of
tools such as flight and ship tracking, geolocation, trade data, financial data, corporate
registries, social media and crowdsourcing using real-life cases of arms diversion in
Yemen and Sudan. Following this engaging presentation, export control officials
participating in the workshop expressed interest in this growing field.
In his closing remarks, Argentine Ambassador Carlos Foradori, President of CSP6,
emphasized the importance of creating space to establish dialogue and for sharing
information on national and international levels in addressing and preventing diversion.
The Ambassador also highlighted the crucial role of civil society and industry in
combating arms diversion and encouraged discussions between states, civil society and
industry to take place not only within the CSP process but in regional settings as well.
For more information, please contact Aaron Lainé at aaron.laine@controlarms.org.
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